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1 Preface

1.1 Intended Audience

This manual is intended for installers and system administrators who are

responsible for installing, configuring, or maintaining networks. This manual

assumes that you understand all transport and management protocols used by the

network.

This manual also assumes that you are familiar with the terminology,

theoretical principles, practical skills, and specific expertise of network devices,

protocols, and interfaces related to networking. You must also have experience

working with graphical user interfaces, command line interfaces, simple network

management protocols, and Web browsers.

1.2 Conventions of this book

The following conventions are used in this manual.

GUI Conventions Description

Description
The description of the operation content, make necessary additions and

explanations.

Note
Reminds of the precautions to be taken during operation, improper

operation may lead to data loss or equipment damage.
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2 Logging in to the Web Page

2.1 Logging in to Web Network Management Client

Users can open a Web browser and enter the switch default address:

http://192.168.2.1 and press Enter.

Instructions:

The device supports browsers: IE9.0 or above, Chrome23.0 or above,

Firefox20.0 or above

When logging into the switch, you should make the IP network segment of the PC

and the switch network segment consistent. When logging in for the first time, set

the IP address of PC to 192.168.2.x (x stands for 1~254, except 1), and set the

subnet mask to 255.255.255.0, but the IP address of PC can not be the same as that

of switch, i.e., it can not be 192.168.2.1.

At this time, the login window appears, as shown in the figure below. Enter the

default user name: admin and password: admin. Click the <Login> button and you

will see the switch system information.
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2.2 Client Interface Composition

The typical operating interface of the Web-based network management system is

described in the following figure.
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2.3 Web interface navigation tree

The Web Webmaster's menu mainly provides menu items such as Device Overview,

System Management, Ports, Service Management, Multicast, IP Routing, Security, Tools,

and Reboot/Save. There are submenus under each menu option. The detailed

navigation tree information is as follows：

Menu Item Submenu Secondary

submenu

Description

System Status
Displays port status and product

information

System

management

Document

management

Configure to view the current device's

memory usage and files

System

Configuration

Configure to view base settings,

temperature, basic information, time and

date, time zone, etc.

Loading

Configuration
Configuration loading

Log Management
Configure to view log messages

SNMP

Configuration

Configure to view basic configuration

and group configuration

SNMP Trap

Configuration

Configuration to view basic

configuration and Trap target host

configuration

Ports

Port Status
Configure to view information about

all ports on the device

Port Statistics Configure to view port packet data

Link Aggregation

Global

Configuration

Configure to view the global

configuration (load sharing mode)

Port

Configuration

Configure to view port configuration

information

Storm Control
Configure to view storm control

information

Flow Control
Configure to view flow control

information
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Port Isolation

Global

Configuration

Configuring to View Global

Configuration Port Isolation

Information

Port

Configuration

Configure to view optional port

isolation information

Port Mirroring

Overview
Configure to view mirrored port

information

Global

Configuration

Configure to view Dest port normal

forwarding information

Mirroring

Configuration

Configure to view information on

adding mirrors to a port

Remote Mirror

MAC Escape

Configure to view the information of

remote mirror MAC Escape.

Port Monitoring

Configure to view parameter

configuration and monitoring

configuration information

Service

Management

VLAN

VLAN Status
Configure to view VLAN status

information

VLAN

Add/Remove

Configure to view VLAN add/remove

configuration

VLANIF Ports
Configure to view VLANIF port

information

Access/Trunk

Ports

Configure to view Access/Trunk port

information.

VLAN

Classification

Status

Configure to view VLAN classification

rules, VLAN classification groups, and

VLAN classification usage information.

Rules
Configure to view VLAN classification

rule settings

Groups
Configure to view VLAN classification

group settings

Application
Configure to view VLAN classification

application information

MAC

MAC Address

Table

Configure to view MAC address table

information

MAC Global

Configuration

Configure to view MAC global

configuration information

MAC Learning
Configure to view MAC learning

information

Static MAC

Address Table

Configure to view static MAC address

table information
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Blackhole MAC

Address Table

Configure to view black hole MAC

address table information

Port Security
Configure to view port security

information

Static Secure

MAC Address

Table

Configure to view static secure MAC

address table information

Spanning Tree

Spanning Tree

Information

Configuring to View Spanning Tree

Information

Global

Configuration

Configure to view global configuration,

advanced configuration, and instance

configuration information

Spanning Tree

Ports

Configure to view spanning tree port

status information

MST Domain
Configure to view MST domain

information

ERPS

ERPS

Configuration

Configuring to View ERPS

Configuration Information

ERPS Status
Configure to view ERPS status

information

IGMP Snooping

IGMP Snooping

Features

Configuring to View IGMP Snooping

Function Information

IGMP Snooping

Information

Configure to View IGMP Snooping

Information

IP Routing

IPv4 Routing Table
Configure to view IPv4 routing table

information

IPv4 Static Routes
Configuring to View IPv4 Static Route

Information

Security

Worm Attack

Protection

Configure to view worm attack

protection information

DDoS Attack

Protection

Configure to view DDoS attack

protection information

ARP Attack

Protection

Configure to view ARP attack

protection information

Current Session
Configure to view current session

information

User Management
Configure to view user management

information

Artifact

Ping Configuring to View Ping Information

Traceroute
Configuring to View Traceroute

Information
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Reboot/Save Basic Functions
Function

Configuration

Configure to view multicast feature

configuration information

3 Equipment Overview

As shown：

4 System Management

4.1 File Management

In the file management, there are memory usage status size flash and flash/boot,

real-time view to understand the memory usage, and in the file management, you can

choose to upload files, upload images, upgrade the Web lmage, and download the

application files, and so on.
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Operation steps:

1. Click the "System Management > File Management" menu in the navigation tree to

enter the system information view interface, as shown in the following figure:

Description:

Page has status information about memory usage.

File management allows uploading files, uploading images and upgrade operations.

The bottom has function to download the installation package.

4.2 System Configuration

Introduces system information, as well as temperature time and date information.

Operational Steps:

1. Click the "System Management > System Configuration" menu in the navigation tree

to enter the Port Statistics interface, as shown in the following figure:
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Description:

Click "Apply" after configuring, you need to save it to take effect.

4.3 Loading Configuration

Loading an application file

Operational Steps:

1. Click "System Management > Load Configuration" menu in the navigation tree to

enter the Port Statistics interface, as shown in the following figure:
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4.4 Log Management

Viewing the system logs provides a clear understanding of the device status

information, as shown in the following figure.

4.5 SNMP Configuration

You can perform basic SNMP configuration and group configuration.

Operation steps:

1. Click the "System Management > SNMP Configuration" menu in the navigation

bar, you can see the SNMP information, as shown below
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4.5 SNMP Trap Configuration

You can perform basic SNMP Trap configuration and Trap target host

configuration.

Operational Steps:

1. Click "System Management > SNMP Trap Configuration" in the navigation bar,

you can see the information of SNMP Trap, as shown in the following figure.

5 Port

5.1 Port Status

You can view the port status, duplex mode, rate, etc.

Operational Steps:

1. Click "Port > Port Status" menu in the navigation tree, as shown in the following

figure.
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The meaning of the interface is shown in the table below

Configuration item Description

Edit Edits the configuration port

Refresh Refreshes the state of the port

5.2 Port Statistics

Port statistics include statistics of egress data messages and bytes, and statistics of

ingress data messages and bytes.

1. Click the "Port > Port Statistics" menu in the navigation tree to enter the "Port

Statistics" interface, as shown in the following figure.

The meaning of the interface is shown in the table below

Configuration item Description

Clear Statistics Clear all statistics

Refresh Update incoming and outgoing data messages and byte statistics
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5.3 Link Aggregation

Link Aggregation is a method of bundling a group of physical interfaces together

as a logical interface to increase bandwidth and reliability.

Link Aggregation Group (LAG) is a logical link formed by bundling several Ethernet

links together, abbreviated as Eth-Trunk.

With the continuous expansion of network size, users have higher and higher

requirements for link bandwidth and reliability. In traditional technology, it is common

to increase the bandwidth by replacing the interface boards with high speed or by

replacing the equipment that supports the interface boards with high speed, but this

solution requires high cost and is not flexible enough.

The use of link aggregation technology can achieve the purpose of increasing link

bandwidth by bundling multiple physical interfaces into a single logical interface

without hardware upgrades. The backup mechanism of link aggregation can effectively

improve reliability, and at the same time, it can also realise the load sharing of traffic on

different physical links.

As shown in the figure below, SwitchA and SwitchB are connected by three Ethernet

physical links, and by bundling these three links together, they become an Eth-Trunk

logical link, and the bandwidth of this logical link is equal to the sum of the bandwidths

of the original three Ethernet physical links, which achieves the purpose of increasing

the bandwidth of the link; at the same time, these three Ethernet physical links are

backed up to each other, which effectively improves the reliability of the link. At the
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same time, these three Ethernet physical links back up each other, which effectively

improves the reliability of the

links.

This can be achieved by configuring link aggregation when there is a need for the

following:

 when there is insufficient bandwidth between two switch devices connected by

a single link.

 When the reliability of the connection between two switch devices over a

single link does not meet the requirements.

Link aggregation is classified into static mode and LACP mode according to

whether or not the Link Aggregation Control Protocol LACP is enabled. In static mode,

the establishment of Eth-Trunk and the joining of member interfaces are configured

manually, and there is no link aggregation control protocol involved. All active links in
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this mode participate in the forwarding of data and share the traffic equally, so it is

called load-sharing mode. If an active link fails, the link aggregation group

automatically shares the traffic equally among the remaining active links. Static mode

can be used when a larger link bandwidth needs to be provided between two directly

connected devices and the device does not support the LACP protocol.

5.3.1 Global configuration

Add Static Link Aggregation Procedure:

1. Click the "Port > Link Aggregation > Global Configuration" menu in the

navigation bar to enter the link aggregation global configuration interface and

select the load sharing mode, as shown in the following figure:
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5.3.2 Port Configuration

Add Static Link Aggregation Procedure:

1. Click "Port > Link Aggregation > Port Configuration" in the navigation bar to

enter the Link Aggregation Port Configuration interface, select the aggregation

group and the aggregation group port members, and then click Apply to save the
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configuration, as shown in the following figure:

1. click Add to enter the static link aggregation configuration.

The meaning of the interface information is shown in the following table:

Configuration item Description

Aggregation Group Link aggregation group ID, there are 0 ~ 63

Aggregation group

member port

Ports can be selected for aggregation binding, effective after

applying.

Example:

As shown in the figure below, SwitchA and SwitchB are both connected to the network

in VLAN 10 and VLAN 20, respectively, via Ethernet links, and there is a large amount of
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data traffic between SwitchA and SwitchB.

The user wants to provide a larger link bandwidth between SwitchA and SwitchB to

enable the same VLANs to communicate with each other. The user also wants to

provide some redundancy to ensure data transmission and link reliability.

Operation steps:

1. Create an Eth-Trunk interface in SwitchA and add member interfaces to increase

the link bandwidth, and the configuration of SwitchB is similar to that of SwitchA.

Click "Port > Link Aggregation > Port Configuration" in the navigation bar, click

Add to enter the static link aggregation configuration interface, select the group

"AGG 1", select the ports ge1, ge2 and ge3 that need to be aggregated, click the

right arrow to move to the selected ports, click "Add", and then click "Add".

selected ports, click "Apply" to take effect, as shown in the following figure.
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5.4 Storm control

Storm control prevents broadcast, unknown multicast, and unknown unicast

messages from generating broadcast storms in the following forms. The device

supports storm control by packet rate for each of these three types of messages

under the interface. During a detection interval, the device monitors the average

rate of the three types of messages received under an interface and compares it

with the configured maximum threshold; when the message rate is greater than the

configured maximum threshold, the device performs storm control on the interface

and executes the configured storm control actions.

When a Layer 2 Ethernet interface receives a broadcast, multicast, or unknown

unicast message, if the device cannot specify the outgoing interface of the message

based on the destination MAC address of the message, the device forwards the

message to other Layer 2 Ethernet interfaces within the same VLAN (Virtual Local

Area Network), which may result in a broadcast storm and reduce the forwarding

performance of the device.

Introducing the storm suppression feature can control the traffic of these three

types of messages and prevent broadcast storms.
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Operational Steps:

1. Click the "Port > Storm Control" menu in the navigation tree to enter the interface, as

shown in the following figure:

2. Select the port list and click "Edit" to configure the control switch as shown in the

figure below:

5.5 Flow control

Operational Steps:

1. Click "Port > Flow Control" menu in the navigation tree to enter the interface, as

shown in the following figure:
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2. Select the port list and click "Edit" to configure the control switch as shown in the

figure below:

5.6 Port isolation

Sometimes port traffic does not need to communicate with each other, but

broadcast, multicast and other messages will flood to each port, this time you can

use the port isolation function to achieve port to port message isolation.

5.6.1 Global configuration

Operational Steps:

1. Click "Port > Port Isolation ＞ Global Configuration" in the navigation tree to

enter the interface, as shown in the following figure:
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5.6.2 Port Configuration

1. Click "Port > Port Isolation > Port Configuration" in the navigation tree to enter

the interface, as shown in the following figure:

2. Select a port and click Edit to enter the port isolation management interface, as

shown in the following figure:
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5.7 Port mirroring

Port mirroring is the copying of messages from a specified port of a switch to a

destination port; where the port being copied is called the source port and the

copied port is called the destination port. The destination port will have access to

data inspection devices, which users use to analyse the messages received on the

destination port for network monitoring and troubleshooting. This is shown in the

figure below:

Configuration Example

PC1 is connected to SwitchA through interface ge1. PC2 is directly connected

to the ge2 interface of SwitchA.

The user wants to monitor the messages sent by PC1 through the monitoring

device PC2.
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5.7.1 Profile

1. Operational Steps:

Click "Port > Port Mirroring > Overview" in the navigation bar to enter the Port

Mirroring Configuration page. You can configure three groups of flow mirroring

rules on this page, and the interface is as follows:

1. Select one of the mirror sessions and click the Modify button to enter the mirror

group configuration interface:

The meaning of the interface information is shown in the table below

configuration item Clarification

Session ID The switch has three mirrored session IDs by default

Source Port Any transmit packets on this port are mirrored to the destination port.

Direction Optionally receive or transmit, any receive or transmit packets on this

port are mirrored to the destination port

Source VLAN About the port's VLAN

Direction Optionally, any incoming or outgoing packets on this port are mirrored

to the destination port.

Destination Type Selectable destination type, local/remote
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Destination Port Cannot be a link aggregation port, only a normal physical port can be

selected as the destination port, and cannot be selected as the source

port at the same time.

5.7.2 Global configuration

Operational Steps:

Click the "Port > Port Mirroring > Global Configuration" menu in the navigation bar

to enter the Port Mirroring Global Configuration page. The interface is as follows:

5.7.3 Remote Mirror MAC Escape

Operational Steps:

Click "Port > Port Mirroring > Remote Mirror MAC Escape" menu in the navigation bar

to enter the Port Mirroring global configuration page. The interface is as follows:
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5.8 Port Monitoring

Operational Steps:

Click the "Port > Port Monitoring" menu in the navigation bar to enter the Port

Mirroring Global Configuration page. The interface is as follows:

6 Service management

6.1 VLAN

The composition of VLANs is not limited by physical location, so hosts within a

VLAN do not need to be placed in the same physical space. As shown in the figure

below, a VLAN divides a physical LAN into multiple logical LANs, each of which is a

broadcast domain. hosts within a VLAN can interact with each other by using

traditional Ethernet communications, while hosts in different VLANs must
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communicate with each other through network layer devices such as routers or

Layer 3 switches.

VLANs offer the following advantages over traditional Ethernet:

 Controlling the range of broadcast domains: broadcast messages in the LAN

are limited to one VLAN, saving bandwidth and improving network processing

power.

 Enhanced LAN security: Because messages are isolated at the data link layer by

the broadcast domain delineated by VLANs, hosts within each VLAN cannot

communicate directly with each other, and need to forward the messages at

Layer 3 through network layer devices such as routers or Layer 3 switches.

 Flexible creation of virtual workgroups: VLANs can be used to create virtual

workgroups across physical network ranges, allowing users to access the

network without changing network configurations when their physical location
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is moved within the virtual workgroup range.

This managed switch supports 802.1Q VLANs, protocol-based VLANs,

MAC-based VLANs, and port-based VLANs.In the default configuration, the VLAN

is in 802.1Q VLAN mode.

Port-based VLANs, which works by dividing VLANs based on the interface

number of the switching device.The network administrator configures each

interface of the switch with a different PVID, which is the VLAN to which an

interface belongs by default.When a data frame enters a switch interface, if it does

not come with a VLAN tag, and if a PVID is configured on the interface, then the

frame is tagged with the interface's PVID.If the incoming frame is already

VLAN-tagged, the switch does not add a VLAN tag, even if the interface is

configured with a PVID.

The handling of VLAN frames is determined by the interface type. The

advantage is the simplicity of defining members. The disadvantage is that VLAN

reconfiguration is required for member movement.

6.1.1 VLAN status

Operational Steps:

Click the "Service Management > VLAN > VLAN Status" menu in the navigation

tree to enter the VLAN Status interface to view the VLAN ID, status, MAC learning,

actions, MAC learning maximum entries, member ports, and other information. As
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shown in the figure:

6.1.2 VLAN 添加/删除

Operational Steps:

1. Click "Service Management > VLAN > VLAN Add/Remove" menu in the

navigation tree to enter the VLAN add/remove interface, you can choose single or

range in the configuration mode, and enter a number in the range of 2-4094 for

VLAN ID (you can create up to 256 VLANs), click "Add" to save and take effect. Click

"Add" to save and take effect, as shown in the following figure:
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The meaning of the interface information is shown in the following table.

Configuration item Description

Configuration Mode Single or range can be selected

VLAN ID

Required, specify the join VLAN ID number, the value range is

1~4094. e.g. 1-3, 5, 7, 9. where VLAN 1 is the default, VLAN 1 will

not be recreated when you create a new one.

Description
Optional, the specific description of the VLAN, which can be

modified as needed.

6.1.3 VLANIF port

Operational Steps:

Click "Service Management > VLAN > VLANIF Port" menu in the navigation tree to

enter the VLANIF Port interface and view the VLANIF port information. As shown in

the figure:

6.1.4 Access/Trunk port

Operational Steps:

Click "Service Management > VLAN > Access/Trunk Ports" menu in the navigation
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tree to enter the Access/Trunk Ports interface and view the Access/Trunk port

information. As shown in the figure:

6.2 VLAN Classification

6.2.1 State of affairs

Operational Steps:

Click the "Service Management > VLAN Classification > Status" menu in the

navigation tree to enter the Status interface and view the VLAN classification rules,

VLAN classification groups, VLAN classification usage and other information. As

shown in the figure:
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6.2.2 VLAN Rule Setting

Operational Steps:

Click "Service Management > VLAN Classification > VLAN Rule Setting" menu in

the navigation tree to enter the VLAN Rule Setting interface, as shown in the figure:

The meaning of the interface information is shown in the following table.

Configuration

item

Description

Rule ID Rule number 0-4095

Rule Type Optional IP, MAC, Protocol

VLAN ID VLAN created

6.2.3 VLAN Classification Group Settings

Operational Steps:
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Click "Service Management > VLAN Classification > VLAN Classification Group

Setting" menu in the navigation tree to enter the VLAN Classification Group Setting

interface, as shown in the figure:

6.2.4 VLAN Classification Purpose Setting

Operational Steps:

Click "Service Management > VLAN Classification > VLAN Classification Purpose

Setting" menu in the navigation tree to enter the VLAN Classification Purpose

Setting interface, as shown in the figure:
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6.3 MAC

6.3.1 MAC address table

The main function of an Ethernet switch is to forward messages at the data link

layer, that is, to output the messages to the corresponding ports according to the

destination MAC addresses of the messages. The MAC address forwarding table is

a Layer 2 forwarding table that contains the correspondence between MAC

addresses and forwarding ports, and it is the basis for Ethernet switches to realize

fast forwarding of Layer 2 messages.

The table entries of the MAC address forwarding table contain the following

information:

 destination MAC address

 VLAN ID to which the port belongs

 Forwarding port number on this device

When forwarding a message, the Ethernet switch takes the following two

forwarding methods according to the MAC address table entry information:

 Unicast mode: when the MAC address forwarding table contains a table entry

corresponding to the destination MAC address of the message, the switch

sends the message directly from the forwarding port in that table entry.

 Broadcast method: when the switch receives a message with destination

address of all F, or the MAC address forwarding table does not contain a table

entry corresponding to the destination MAC address of the message, the
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switch will take the broadcast method to forward the message to all ports

except the receiving port.

Operational Steps:

Click "Service Management > MAC > MAC Address Table" menu in the navigation

tree to enter the MAC Address Table interface, as shown in the figure:

6.3.2 MAC Global Configuration

Operational Steps:

Click "Service Management > MAC > MAC Global Configuration" menu in the

navigation tree to enter the MAC Global Configuration interface, as shown in the figure:

6.3.3 MAC Learning

Operational Steps:

Click "Service Management > MAC > MAC Learning" menu in the navigation tree

to enter the MAC Learning interface, as shown in the figure:
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6.3.4 Static MAC address table

Operational Steps:

Click the "Service Management > MAC > Static MAC Address Table" menu in the

navigation tree to enter the Static MAC Address Table interface, as shown in the

figure:
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6.3.5 Blackhole MAC address table

Operational Steps:

Click "Service Management > MAC > Blackhole MAC Address Table" menu in the

navigation tree to enter the Blackhole MAC Address Table interface, as shown in the

figure:
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6.3.6 Port security

Operational Steps:

Click the "Service Management > MAC > Port Security" menu in the navigation tree

to enter the Port Security interface, as shown in the figure:

6.3.7 Static Secure MAC Address Table

Static table entries are manually configured by the user and distributed to each

interface board, and the table entries are not aged. If the MAC address is set to

Secure MAC, the port will only allow data frames with secure MAC to pass through

permanently, and other data frames will be discarded

Operational Steps:

Click the "Service Management > MAC > Static Secure MAC Address Table"

menu in the navigation tree to enter the Static Secure MAC Address Table interface,
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as shown in the figure:

6.4 Spanning tree

Redundant links are often used in Ethernet switched networks for link backup

and to improve network reliability. However, the use of redundant links creates

loops in the switched network, causing broadcast storms and failures such as

unstable MAC address tables, which leads to poor user communication quality and

even communication interruption. To solve the problem of loops in switched

networks, the Spanning Tree Protocol (STP) is proposed.

Like the development of many protocols, the Spanning Tree Protocol has been

continuously updated with the development of the network, from the initial STP

defined in IEEE 802.1D, to the Rapid Spanning Tree Protocol (RSTP) defined in IEEE
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802.1W, to the latest Multiple Spanning Tree Protocol (MSTP) defined in IEEE 802.1S.

Spanning Tree Protocol (MSTP) defined in the latest IEEE 802.1S.

In Spanning Tree Protocol, MSTP is compatible with RSTP and STP, and RSTP is

compatible with STP.The comparison of the three Spanning Tree Protocols is shown

in the table.

Comparison of three spanning tree protocols

Spanning

Tree Protocol
Characteristics Application Scenarios

STP

Forms a loop-free tree, resolves broadcast

storms and enables redundant backups.

Convergence is slow.

There is no need to

distinguish between user or

service traffic. all VLANs

share a spanning tree.RSTP

Forms a loop-free tree, resolves broadcast

storms and enables redundant backups.

Fast convergence.

MSTP

Forms a loop-free tree, resolves broadcast

storms and enables redundant backups.

Fast convergence.

Multiple spanning trees achieve load balancing

among VLANs, and traffic from different VLANs

is forwarded according to different paths.

There is a need to

differentiate between user

or business traffic and to

achieve load sharing.

Different VLANs forward

traffic through different

spanning trees, each of

which is independent of the

other.

After deploying the Spanning Tree Protocol in an Ethernet switched network, if a

loop occurs in the network, the Spanning Tree Protocol can be realized by topology

calculation:

 Loop Elimination: Eliminates network communication loops that may exist in

the network by blocking redundant links.

 Link Backup: In case of failure of the currently active path, activate redundant

backup links to restore network connectivity.
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6.4.1 Spanning Tree Information

Operational Steps:

Click "Service Management > Spanning Tree > Spanning Tree Information" menu in

the navigation tree to enter the Spanning Tree Information interface, as shown in

the figure:

6.4.2 Global configuration

Operational Steps:

Click the "Service Management > Spanning Tree > Global Configuration" menu in

the navigation tree to enter the Global Configuration interface, as shown in the

figure:
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6.4.3 Spanning tree port

Operational Steps:

Click the "Service Management > Spanning Tree > Spanning Tree Ports" menu in the

navigation tree to enter the Spanning Tree Ports interface, as shown in the figure:
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6.4.4 MST 域

Operational Steps:

Click the "Service Management > Spanning Tree > MST Domain" menu in the

navigation tree to enter the MST Domain interface, as shown in the

figure:
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6.5 ERPS

6.5.1 ERPS Configuration

Operational Steps:

Click "Service Management > ERPS > ERPS Configuration" menu in the navigation

tree to enter the ERPS configuration interface, as shown in the figure:
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6.5.2 ERPS Status

Operational Steps:

Click the "Service Management > ERPS > ERPS Status" menu in the navigation tree

to enter the ERPS status interface, as shown in the figure:

7 Multicast

IGMP snooping (Internet Group Management Protocol Snooping) is a multicast

constraint mechanism running on Layer 2 devices to manage and control multicast

groups.
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A Layer 2 device running IGMP snooping analyzes received IGMP messages to

establish a mapping relationship between ports and MAC multicast addresses and

forwards multicast data according to this mapping relationship.

As shown in the following figure, when a Layer 2 device is not running IGMP

snooping, multicast data is broadcast at Layer 2; when a Layer 2 device is running

IGMP snooping, the multicast data of a known multicast group will not be

broadcast at Layer 2 but will be multicast at Layer 2 to the specified receivers, but

the unknown multicast data will still be broadcast at Layer 2.

7.1 IGMP Snooping Features

IGMP Snooping, used in IPv4 networks, is deployed on Layer 2 switches between

multicast routers and user hosts, configured in VLANs, and serves to listen to

IGMP/MLD packets sent between routers and hosts to establish a Layer 2
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forwarding table for multicast data, and thus manages and controls the forwarding

of multicast data in the Layer 2 network.

By default, the IGMP Snooping function of the switch is in the de-enable state, so

you need to enable the global IGMP Snooping function of the switch.

Operational Steps:

Click the "Multicast > IGMP Snooping Function" menu in the navigation tree to

enter the IGMP Snooping function interface, as shown in the figure:

7.2 IGMP Snooping Information

Operational Steps:

Click the "Multicast > IGMP Snooping Information" menu in the navigation tree to

enter the IGMP Snooping Information interface, as shown in Figure :
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8 IP Routing

The switch provides three layers of VLAN interfaces for communicating with

network layer devices. the VLANIF interface is a network layer interface with

configurable IP address. Before creating a VLANIF interface, first create the

corresponding VLAN. through the VLANIF interface, the switch can communicate

with other network layer devices.

8.1 IPv4 Routing table

The system will be shipped with the interface address of VLAN1: 192.168.2.1,

which is used for the WEB login of the switch.

Operational Steps:

Click the "IP Routing > IPv4 Routing Table" menu in the navigation tree to enter the

IPv4 Routing Table interface, as shown in the figure:
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8.2 IPv4 Static Routes

Operational Steps:

Click the "IP Routing > IPv4 Static Route" menu in the navigation tree to enter the

IPv4 Static Route interface, as shown in the figure:
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9 Surety

9.1 Worm Attack Protection

Operational Steps:

Click the "Security > Worm Attack Protection" menu in the navigation tree to enter

the Worm Attack Protection interface, as shown in the figure:

9.2 DDoS Attack Protection

Operational Steps:

Click the "Security > DDoS Attack Protection" menu in the navigation tree to enter
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the DDoS Attack Protection interface, as shown in Figure :

9.3 ARP Attack Protection

Operational Steps:

Click the "Security > ARP Attack Protection" menu in the navigation tree to enter

the ARP Attack Protection interface, as shown in the figure:

9.4 Current session

Operational Steps:

Click the "Security > Current Session" menu in the navigation tree to enter the

Current Session screen, as shown in the figure:
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9.5 User management

Users can view the current user name, password, and permissions of the switch, and

users can modify the user name, password, and permissions.

Operational Steps:

Click the "Security > User Management" menu in the navigation tree to enter the

user management interface, as shown in the figure:

10 Artifact

10.1 Ping

The Ping command is used to check whether the specified IP address and host

name are reachable and output the corresponding statistics.

Operational Steps:

Click the Tools > Ping menu in the navigation tree to enter the Ping interface,

as shown in the figure:
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10.2 Traceroute

Traceroute measures how long it takes by sending small packets to the

destination device until it returns.

Operational Steps:

Click the Tools > Traceroute menu in the navigation tree to enter the Traceroute

interface, as shown in Figure :

10 Reboot/Save

Operational Steps:

Click the "Reboot/Save" menu in the navigation tree to enter the Reboot/Save

interface, as shown in the figure:
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